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1
Decision/action requested

Approve this contribution updating the solution#8 on protecting NSSAI in AS layer, to be captured in TR 33.811
2
Rationale

This contribution updates the Solution #8 Protecting NSSAI for transmission on the AS layer.

Basically, the proposal in Solution #8 is to use temporary NSSAIs in the RRC signaling. These T-S-NSSAIs are generated and assigned by the AMF during the initial and subsequent registration procedures, as part of Initial context set up in the base station. The UE and the gNB need to store these T-S-NSSAI values to be used later in the subsequent registration process. If these values remain static, then based on the characteristic of communication, these values could be mapped to their real slice types and there by to the NSSSAI. Also, the T-S-NSSAIs need to be individually different, otherwise mapping to the Slice becomes very easy.

Hence the assigned T-S-NSSAIs during the initial Registration Request, stored in the UE and the initial gNB could be reused in the same gNB. But if the UE transitioned to idle and then subsequently UE is doing a Registration Request in another gNB, that gNB doesn’t know how to map the T-S-NSSAI to the actual NSSAI, it has to wait for the new T-S-NSSAI from the AMF to map to an actual NSSAI.  This has to repeated for every idle to active transition also. So there is lot of T-S-NSSAI assignment and re-assignment if you consider all the UEs and all the Slices. Any mis-alignment of the T-S-NSSAI would result in the wrong selection of the Slice or denial of proper Slice service to the UE.
Also, the NSSAI is needed in the AS layer for two purposes, 1) for the selection and registration to the RAN which supports a particular slice, and 2) for the selection of AMF and routing, which supports the Slice. It is not clear whether this solution will help the UE in anyway to determine whether the Slices the gNB will support.

Request SA3 to capture the proposed updates of the solution#8 in the TR 33.813 for further consideration. 
3
Detailed pCR proposal

*********************Start of Changes***************************

7.8
Solution #8 Protecting NSSAI for transmission on the AS layer

7.8.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control.

This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs. In this solution, UE and RAN are offered a temporary NSSAIs (T-S-NSSAIs) instead of cleartext S-NSSAIs in registration procedure. After that, the T-S-NSSAIs will be used in the AS layer.

This temporary NSSAI needs to be updated frequently to preserve the privacy.

7.8.2

Solution details

Figure 7.8.2-1 illustrates this solution
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Figure 7.8.2-1: NSSAI protection during the RRC connection establishment
0.
The UE has registered successfully to a PLMN and 5G NAS security context has been created. 

1.
In the registration procedure, core network provides allowed S-NSSAIs according to requested S-NSSAIs, in addition, T-S-NSSAIs will be created.

2.
In registration accept message, T-S-NSSAI will be sent to UE instead of cleartext S-NSSAIs. CN also sends T-S-NSSAIs to NG-RAN in a separate message.

3. 
In a registration request message, UE transmit T-S-NSSAIs in RRC message.

4.
RAN is able to restore allowed S-NSSAIs according to T-S-NSSAIs.

Editor’s Note:
Details are needed on how NSSAI is configured in SN.

7.8.3
Evaluation 

The key proposal is to use temporary NSSAIs in the RRC signaling. These T-S-NSSAIs are generated and assigned by the AMF during the initial and subsequent registration procedures, as part of Initial context set up in the base station. The UE and the gNB need to store these T-S-NSSAI values to be used later in the subsequent registration process. If these values remain static, then based on the characteristic of communication, these values could be mapped to their real slice types and thereby to the NSSSAI. Also, the T-S-NSSAIs need to be individually different, otherwise mapping to the Slice becomes very easy.


**********************End of Changes***************************
